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Attacking the FreeBSD 
Hypervisor 

WarCon VI 
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Introduction 



3 Previously in WarCon III … 

Talk on VM escape in Qemu/KVM 

Exploitation of 2 bugs in network 
device emulators 

Bug in checksum insertion 



4 WarCon VI 

VM escape in Bhyve – The FreeBSD 
hypervisor 

Vulnerability in the PCI E82545 NIC 
emulator 

Bug in checksum insertion  

Different hypervisors, same bugs 
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Who am I? 

Who am I? 

Synacktiv 

Academia in a previous life 

Security researcher @Synacktiv since 2019 

Offensive security company based in France 

We are hiring!! 

Vulnerability research, exploit development 

Not only focused on VM escapes  
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Bhyve 



7 Bhyve 

The FreeBSD Hypervisor 

Managing virtual machines with vm-bhyve 

Easy to create new VMs 

Set of command line tools to create, 
configure, start VMs  

Configuration templates for several 
operating systems 



8 Bhyve 
VM Configuration 
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Iterates over a ring buffer of packet descriptors: 

Context descriptor (payload + header length, 
checksum offsets, etc.) 

The E82545 NIC Emulator 
Packet Transmission 

 

 

Function: e82545_transmit 

Data descriptor (physical address of data buffer) 

Legacy descriptor (not relevant) 

Fills a buffer of iovec structures 

Performs segmentation 

Sends reconstructed packet to tap device 



10 The E82545 NIC Emulator 
Configuration 

 

 We only need to configure the TX descriptors 

No exposed interface on FreeBSD to convert a virt addr        phy addr 

Custom syscall that performs the address resolution 



11 The E82545 NIC Emulator 
Configuration 

 

 
NIC adapters configured through in*() and out*() 
primitives  

Caution: port and data parameters are swapped between 
Linux and FreeBSD!! 
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The Bug 



13 Packet Transmission 
The missing Check 

 

 

 Checks max header length 

Checks for VLAN insertion 

Checks IP & TCP checksum offsets 

But no checks for UDP checksum offset 



14 Packet Transmission 
OOB Read & Write 

 

 

 Allocate victim buffer on the stack 

OOB READ 

OOB WRITE 
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Bhyve e82545 emulation out-of-bounds write (CVE-2022-23087) 

Vulnerability 

7 March 2022 

Vulnerability reported to FreeBSD 

6 April 2022 

Advisory release 

Responsible Disclosure 
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Later noticed that the vulnerability is due to an incomplete 
security patch 

        CVE-2019-5609 

Reported by Reno Robert 

Vulnerability 
Incomplete Fix 

 

 

 

FreeBSD-SA-19:21.bhyve 
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Exploitation 



18 

OOB Write of a controlled WORD (checksum) 
at a controlled  OFFSET 

Exploitation 
Memory Layout 

 

 

 

Problem: interesting targets (saved RBP, saved RIP) 
are out of reach (OFFSET is 1-byte size) 

Solution: corrupt the hdr pointer 

Get a memory leak 

Improve the OOB write primitive 
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Exploitation 
Memory Leak 

 

 

 

Overwrite the 2 Lower order bytes of hdr pointer 

Leak of several stack pointers 

require enabling 
packet forwarding 
on the host 

BUT who needs a memory leak when ASLR is not 
enabled by default (FreeBSD 13.0-RELEASE #0) 
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Exploitation 
The Relative Write Primitive 

 

 

 

Corrupt the hdr pointer during the first iteration loop 

Initial OOB write 

OOB WRITE 

Use one of the multiple writes on hdr  during the second 
iteration loop            May cause parasite writes too!!  



21 

Exploitation 
Code Execution 

 

 

 
Make an initial large allocation to copy 
payload 

Use write primitives 4x to copy a small 
ROP chain 

Escape & run calc 
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Exploitation 
Capsicum Sandbox 

 

 

Capsicum sandbox will prevent running calc 

Exploit working without the support of the 
sandbox (WITHOUT_CAPSICUM) 

Execve syscall (and many others) is filtered 

Sandbox escape 

Not investigated 

Checkout Reno Robert Phrack’s paper 
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Conclusion 
 

 

Exploit code available at Synacktiv’s Github Repository 

https://www.synacktiv.com/publications/escaping-from-bhyve 

Final Notes 

 

 

 

Thanks to the FreeBSD security team!! 
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Questions? 


