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Introduction
Who are we?

Rémi (@_remsio_) and Micka (@Kainx42), security experts at Synack�v.

Company specialized in offensive security: penetra�on tes�ng, reverse engineering,
trainings, etc.

Around 180 experts over 5 offices in France (Paris, Lyon, Toulouse, Rennes, Lille).

Let's work together!
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Introduction to Laravel
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Introduction to laravel
Laravel is a free, open-source PHP framework designed for web applica�on
development. It follows the Model-View-Controller (MVC) architectural pa�ern,
promo�ng organized and maintainable code.

Laravel is popular for designing web applica�ons such as e-commerce pla�orms,
social networking pla�orms, APIs (Applica�on Programming Interfaces), and Content
Management Systems (CMS).

Laravel applica�ons o�en handle cri�cal data, making them a�rac�ve targets for
a�ackers.

Laravel is u�lized by 1,235,487 live and historical websites, according to BuiltWith.

h�ps://trends.builtwith.com/framework/Laravel
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Encrypt function usage

Laravel simplifies encryp�on through the encrypt  func�on
Based on OpenSSL library to achieve a high-security standard.

This func�on is loaded from the package Illuminate\Encryption

// Encrypting data
 
$originalData = 'Hello, world!';
$encryptedData = encrypt($originalData);

encrypt  and its complementary func�on decrypt  are loaded by default
use Illuminate\Encryption  not required in a Laravel project

O�en used as an integrity validator to give or store sensi�ve data
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Encrypted value format
Base64 string containing 4 values used by AES-CBC-256, other algorithms can be used but this is this
one by default

iv : Ini�aliza�on vector, generated randomly each �me

value : the value is ciphered from iv + APP_KEY

mac : a valida�on mac to prevent padding oracle a�acks

tag : used in other modes such as GCM

$ echo "eyJpdiI6IkJsYXJrVHlpcm0xT3pNbEIxc01neFE9PSIsInZhbHVlIjoicnBXNWEyR0drN2
hERlJsOFZDMUpuU2Nsd0hkRDIxWUJ2aWhTTVRmRG9aaz0iLCJtYWMiOiJkMTk5ZDg3NWY0NjE0ODJ
iNDcwZWMwNDkyMWRkYTM2ODIyODM3MWEzYmJjN2VjZGVmMzE4NmVjMDFjMDUyYjY0IiwidGFnIjoi
In0=" | base64 -d | jq
{
  "iv": "BlarkTyirm1OzMlB1sMgxQ==",
  "value": "rpW5a2GGk7hDFRl8VC1JnSclwHdD21YBvihSMTfDoZk=",
  "mac": "d199d875f461482b470ec04921dda368228371a3bbc7ecdef3186ec01c052b64",
  "tag": ""
}
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Laravel exposure to unserialize attacks
Laravel contains a lot of gadgets that were never patched

phpggc is a tool created by Charles Fol to cra� unserialize payload

This tool also contains the script test-gc-compa�bility.py designed to test the
usability of payloads on a given library

The core developpers of Laravel were contacted several �mes to point out this point,
however..
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Laravel exposure to unserialize attacks
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Decrypt function

namespace Illuminate\Encryption;
public function decrypt($payload, $unserialize = true)
    {
        $payload = $this->getJsonPayload($payload);
 
        $iv = base64_decode($payload['iv']);
 
        $decrypted = \openssl_decrypt( $payload['value'], $this->cipher, $this->key, 0, $iv );
    
        [...]
    
        return $unserialize ? unserialize($decrypted) : $decrypted;
    }

By default the parameter $unserialize  is set to true

The value of $this->key  is the APP_KEY  of the Laravel applica�on

Therefore : controlling a data passed to decrypt  + ge�ng APP_KEY  = RCE

■
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What about the APP_KEY

Ge�ng the APP_KEY  is the primary requirement to control decryp�on

Without this key, any a�empt to decrypt  data will fail

Laravel encryp�on is used as an Integrity Check which Ensures the applica�on data
remains unchanged during storage and transport

■
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Storage Locations for APP_KEY

Where is APP_KEY stored?

1. .env  File

Located in the applica�on’s root directory

Commonly accessed via the APP_KEY  or APP_PREVIOUS_KEYS  parameters

Security: Important to restrict access to this file as it contains sensi�ve environment configura�ons

2. config/app.php  Configura�on

Laravel configura�on file which loads .env  variables

Key is defined by 'key' => env('APP_KEY')

By default, Laravel dynamically references APP_KEY  from .env , ensuring environment-specific key loading
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Key Rotation

APP_PREVIOUS_KEYS: Is an array containing previous APP_KEY  values

Purpose: Facilitates key rota�on without causing decryp�on failures on legacy data.

However..

■
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Key Rotation
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Securing the APP_KEY

Security Best Prac�ces:
Store .env  in restricted directories.

Avoid exposing .env  in version control systems.

Rotate APP_KEY  and use APP_PREVIOUS_KEYS  as needed.

APP_KEY  is founda�onal to data confiden�ality within Laravel applica�ons, securing
encrypted and decrypted data.

■
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Attack surface analysis
In the past : Cookie Exploita�on - Before Laravel 5.6.30, session cookies were serialized, leaving them open to RCE.
CVE-2018-15133

Now : Insecure Decryp�on Calls :

Risk : Many Laravel applica�ons use decrypt()  without se�ng unserialize=false .

Example : The laravel-opcache  package uses Crypt::decrypt()  with default se�ngs, allowing a�acker-
controlled data to be decrypted and deserialized.

Laravel encrypted components (blogpost from Timo Müller) :

Cookies

Queues

Signed Urls

h�ps://mogwailabs.de/en/blog/2022/08/exploi�ng-laravel-based-applica�ons-with-leaked-app_keys-and-
queues/
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Laravel Crypto Killer

A tool we developed to manipulate/exploit Laravel ciphers

3 modes are available at the moment
encrypt

Used to mimic Illuminate\Encryption  encrypt  func�on

Can be used with the mode --session_cookie  to exploit SESSION_DRIVER=cookie

decrypt
Used to mimic Illuminate\Encryption  decrypt  func�on

bruteforce
Used to perform a scaled bruteforced on one or more Laravel ciphers
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Laravel Crypto Killer (Demo)
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Vulnerability research on this type of pattern
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Vulnerable patterns

In AuthServiceProvider.php  : Passport::withCookieSerialization();
Revive the vulnerability CVE-2018-15133

On default Laravel encryp�on via decrypt  or Crypt::decrypt
Call to unserialize by default

Stores the session in the cookie via SESSION_DRIVER=cookie
was by default un�l Laravel 6.12.0 during 2020

■

■

■

■

■

■

GreHack - Deep dive in laravel encryp�on 20

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-15133
https://github.com/laravel/laravel/commit/eca7bc7d66cef63500a62e8deaa3fce1772f1641


Vulnerable patterns - vulnerable products

Snipe-IT CVE-2024-48987 - 11.1k stars on Github
In AuthServiceProvider.php  : Passport::withCookieSerialization();

Revive the vulnerability CVE-2018-15133

Invoice Ninja CVE-2024-XXXXX - 8.2k stars on Github
On default Laravel encryp�on via decrypt  or Crypt::decrypt

Call to unserialize by default

Crater CVE-2024-XXXX - 7.8k stars on Github (Fork : Invoiceshelf)
Stores the session in the cookie via SESSION_DRIVER=cookie

was by default un�l Laravel 6.12.0 during 2020
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Snipe-IT
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Invoice Ninja
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Crater --> InvoiceShelf
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Analysis of the APP_KEY quality in publicly
accessible Laravel applications
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Previous attack based on an APP_KEY
leakage : Androxgh0st
A�ack performed during january 2024

The Malware scans the internet for Laravel applica�ons.

Upon finding a Laravel applica�on, it checks for exposed .env files to steal creden�als and API keys.

It may also send a POST request with the variable 0x[]  to trigger an error, aiming to iden�fy sites
with debug mode enabled, which can also expose creden�als and API keys.

If it successfully accesses the applica�on key, it a�empts to exploit a known Remote Code
Execu�on (RCE) vulnerability in Laravel v5.2 using the XSRF-TOKEN  cookie.

Blogpost from Stephen Rees-Carter

h�ps://securinglaravel.com/laravel-security-androxgh0st-malware/

■
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Use for attacker

Legi�mate Data Serialized with APP_KEY
A�ackers with a known APP_KEY  can bypass security checks, embedding payloads in
serialized data that Laravel may deserialize, poten�ally execu�ng malicious code.

Serialized PHP objects with gadget chains (e.g., PHPGGC) can trigger arbitrary commands
without detec�on by WAFs.

Minimal Logging in Default Configura�ons:
Deserializa�on and command execu�on may leave no trace in logs, unlike standard POST
requests from typical web shells.

■

■
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Use for attacker
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Analysis performed by Synacktiv
Objec�ve:

1. Assess the robustness of APP_KEY  values used in publicly available Laravel applica�ons, iden�fying poten�al
vulnerabili�es in keys that are too weak or common

2. Make a good Wordlist of APP_KEY  for offline bruteforce

Tac�cs:
1. Exfiltrate Serialized Objects: Collec�ng serialized objects from exposed Laravel applica�ons

2. Priori�zing Common Targets: Targe�ng weak or common APP_KEY  values

■

■
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Find Token in the wild

Star�ng by exfiltrate all Laravel ciphered object foundable on the internet

Leveraging Shodan for Discovery, as it indexes publicly exposed server informa�on,
including Laravel’s XSRF-TOKEN  and other cookies.

Simple Pa�ern Matching for collec�ng serialized data :
Set-Cookie: XSRF-TOKEN=

http.title:"Whoops! There was an error" http.status:500

■
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Let's GO Shodan
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Find APP_KEY in the wild

A significant number are vulnerable to brute-force a�acks targe�ng APP_KEY

Description Details

GitHub Dork app_key=base64: AND NOT "app_key=base64:*" AND NOT "app_key=base64:.*"

Google Dork ext:env intext:APP_ENV= | intext:APP_DEBUG= | intext:APP_KEY=

Known APP_KEY
Repository

BadSecrets (not fully relevant for our case).

Leaked .env  Files
Smart person would try to grab .env  files from our nearly 700k IPs. But of course, we
don't do that here :)

■
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Find APP_KEY in the wild

Many .env  files are accessible across the web, exposing sensi�ve environment configura�ons that
should remain private

Some .env  files s�ll leak through Google and GitHub, o�en due to accidental publica�on.

Global scanning with wordlists: A�ackers use wordlists to locate .env  files containing cri�cal secrets
like APP_KEY s.

.env

.env.dev

.env.prod

.env.backup

.env.example

.env.local

...

■

■

■

GreHack - Deep dive in laravel encryp�on 33



The Danger of Default APP_KEY

Default APP_KEY s in produc�on environments make applica�ons easy targets

A�ackers can leverage Laravel encrypted cookies like XSRF-TOKEN  to:
Reverse-engineer the key

Gain access to sensi�ve data

Compromise the system

Laravel crypto killer was used to bruteforce

■
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Laravel Cryto Killer - bruteforce

Our tool Laravel Crypto Killer was used to brute-force APP_KEY

The op�on --cipher_file  can be used to select a list of Laravel ciphered values

The brute force will be mul� threaded to gain some�me, however it is not fully
op�mized yet

the op�on --threads  can be used to define more threads

The brute force takes us several hours anyway in our case

■
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Laravel Cryto Killer - bruteforce

GreHack - Deep dive in laravel encryp�on 36



Laravel Cryto Killer - bruteforce
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Laravel Cryto Killer - bruteforce

Here is the result of our forth brute force

$ cat results/results_580461_v4.0.json | tail
            "value": "3b4e03323f4fb5af7ed84090e39d311b28149cf0|APV5J6SR7AUyK5Woy0cdHyHOdXb1mXQeDw8wG3SR000f\u000f",
            "cipher": "eyJpdiI6Ilg3L0JvSytwY2EvblFDd1NDcDhBWEE9PSIsInZhbHVlIjoiNEJaSTYzSkRBVXFmYlZzNjBrNW
            J5RTVXR0FpNG5kN25Kb012OFNWUS9pZ2hnNDBxdS9pajFLL2dsbVVHem15QWZpOFdvU1ZSTzRBOU1DR05jSTh0ND
            MvQm5DcFNVQjMzeXRkU3VqT1cySEpVZlpGREhqVHhvNWZFa3pPOGgxN1ciLCJtYWMiOiI5ZjA3YWQyZTFkMWUwYjM3
            ZTAwMWUwYjVjNWQwYzVhMjM5NmY0MGQwMmQyNTdmZDY4NjY0MDJlM2I2YWMyMDM5IiwidGFnIjoiIn0%3D",
            "is_serialized_data": false
        }
    ],
    "command_used": "./laravel_crypto_killer.py bruteforce --cipher_file cipherlists/tokens_output.txt",
    "number_of_ciphers_loaded": 580461,
    "number_of_key_cracked": 6364,
    "number_of_serialized_data": 416

■
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Laravel Crypto Killer - bruteforce
Offline bruteforce of XSRF Token or any serialized value with the help of a custom Wordlist

Timeline differents ac�ons with brute force for 580461 Ciphers loaded (>1% of all the exposed Laravel instances)

■
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APP_KEYs identified by the attack

Occurrences Key

561 base64:W8UqtE9LHZW+gRag78o4BCbN1M0w4HdaIFdLqHJ/9PA=

491 base64:SbzM2tzPsCSlpTEdyaju8l9w2C5vmtd4fNAduiLEqng=

313 base64:U29tZVJhbmRvbVN0cmluZ09mMzJDaGFyc0V4YWN0bHk=

216 SomeRandomString

152 base64:RR++yx2rJ9kdxbdh3+AmbHLDQu+Q76i++co9Y8ybbno=

147 SomeRandomStringWith32Characters
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APP_KEYs identified by the attack
Occurrences Key Solution

561 base64:W8UqtE9LHZW+gRag78o4BCbN1M0w4HdaIFdLqHJ/9PA=
Advanced Stock Management
Point of Sale Invoicing
Applica�on

491 base64:SbzM2tzPsCSlpTEdyaju8l9w2C5vmtd4fNAduiLEqng=
Frequently used in bootstrap
project

313 base64:U29tZVJhbmRvbVN0cmluZ09mMzJDaGFyc0V4YWN0bHk=
base64 value of
SomeRandomStringOf32
CharsExactly

216 SomeRandomString
Default APP_KEY on older
Laravel Version

152 base64:RR++yx2rJ9kdxbdh3+AmbHLDQu+Q76i++co9Y8ybbno= Invoice Ninja

147 SomeRandomStringWith32Characters Was a default Laravel APP_KEY
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IOC implication

Laravel session and XSRF-TOKEN  cookies are publicly indexed on pla�orms like
Shodan, allowing stealthy APP_KEY  brute-forcing without direct server interac�on.

Common web ports o�en bypass firewall filtering.

With a valid  APP_KEY , a�ackers can exploit pre-authen�cated decrypt  calls to
compromise the server.

An offline a�ack is stealthier than other types of a�ack. (Winston Churchill)

■
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Mitigation for Laravel

1. Always generate strong, unique APP_KEY  ( php artisan key:generate )

2. Regularly audit applica�ons for weak or default keys and apply a rotate strategy

3. Banish the usage of unserialize in any applica�on based on Laravel

4. Use encryptString  and decryptString  instead of encrypt  and decrypt

5. Restrict Access to Environment Files
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Conclusion
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Conclusion - Our Research

Analyze of decrypt func�ons and its flaw

Analyze of Laravel publicly exposed instances (Token and Key)

Evalua�on for opportunist risk on the wild

■
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Conclusion - Actually

Mismanaged APP_KEY s pose serious security threats

Proper security prac�ces must be followed:
Use strong, unique keys

Regular audits

Avoid relying on default se�ngs

■
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Conclusion - Future
File read vulnerabili�es will enhanced risk of future exploita�on

Improvement of laravel crypto killer :
Improve brute force method for large scaling

Add an op�on to retrieve XSRF-TOKEN  from an URL or List

Improvement of wordlist :
Op�mize open source crawling

Update Wordlist for relevant bruteforce (Top 10 Key)

Improvement for Laravel
Deac�vate usage serializa�on by default

Communicate about decrypt  risks

Patch pop chains :)
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